EXHIBIT <X>
Service Level Agreement – FOR THIRD PARTY HOSTED MESSENGER CONTENT ONLY VERSION 10
This Service Level Exhibit covers operational standards and processes, escalation pathways, and service level metrics for the Content and any application development or hosting services.  Capitalized terms not defined herein shall have the meanings defined in the Content License Agreement. 

The following table highlights all areas which must be filled out by the Service Provider and Microsoft. These are highlighted in red in the body of the document.  Please provide the value in the table below:
	Section 
	Heading
	Value (insert values in this table)

	
	Partner Name
	<Insert Partner Name>

	3.1
	MS Co-Branded Page / Site URL 
	<Insert URL>

	3.1
	MS Co-Branded Page Site IP Address
	<Insert IP Address>

	3.1
	Service Level Measurement Frequency
	<Insert Frequency>

	3.1
	Data Class: 

High Business Impact (HBI)

Moderate Business Impact (MBI)

Low Business Impact (LBI)
	<Insert Class>

	
	Note: Data hosted on behalf of Microsoft must be designated into one of the three above business classifications. (For more information, please refer to the Security Exhibit)
	

	3.1
	Business Value (Risk)

In comparison to other deals in our country/region how important is this site/deal in terms of revenue and PR (Low, Medium, High)?
	<Insert Value>

	
	Note: Data hosted on behalf of Microsoft must be designated into one of the three above business classifications. (For more information, please refer to the Security Exhibit)
	

	4.1
	Service Provider Helpdesk 24 x 7 Contacts
	Name:  
Email:  

Phone: 
Secondary: 

Secondary: 
Secondary: 
	<Insert Name>
<Insert Email>

<Insert Phone>

<Insert Name>
<Insert Email>

<Insert Phone>

	4.5
	Business Issue Escalation Contacts
	MS Name:  
MS Email:  

MS Phone: 
Secondary: 

Secondary: 
Secondary: 
	<Insert Name>
<Insert Email>

<Insert Phone>

<Insert Name>
<Insert Email>

<Insert Phone>

	
	
	Partner Name:  
Partner Email:  

Partner Phone: 
Secondary: 

Secondary: 
Secondary: 
	<Insert Name>
<Insert Email>

<Insert Phone>

<Insert Name>
<Insert Email>

<Insert Phone>

	5.1
	Schedule Maintenance Window
	From <Begin Time> to <End Time> <Time Zone> 


1. DEFINITIONS 
“Critical Service” is a service that if interrupted and unusable which will cause detriment to any part of the MS solution, where this has been provided by the Service Provider.

“Messenger Tab” describes the area where the consumer will see third party hosted and branded content from within the Messenger application.
“Monitoring” describes either the software product or process used to monitor the services provided by the service provider.

“Security Incident” describes a high priority breach of the service where inappropriate behavior has occurred through some kind of security breach.

“Service” is defined as the product or service provided to MS which will be either content, hosting or application/code development.

“Service Border” is defined as the farthest network egress point to the public Internet that is entirely under the direct control of the MS Operations department. 

“Service Consumer” is defined as the MS Site end user;

“Service Level” is defined as the services and metrics described in the sections of this document offered by the service provider which will be monitored and reported upon to form the overall performance of provided services.

 “Service Provider” is defined as the vendor which provides services pertaining to delivery of content, hosting or application development described in this service level agreement.

2. SCOPE
Service Provider shall only be responsible for those aspects, components, inputs, and interfaces of the Content solution or software development that fall directly under the control of Service Provider infrastructure and personnel up to the Service Border. 

The following items are outside the scope of the Agreement and both parties will be released from the obligations of this Exhibit if either of these events occurs: 

· An outage of services that is due to the failure or non-performance of any equipment, connections, or services that are not under the direct control or supervision of Service Provider, or their respective employees, contractors, or subcontractors; such services include without limitation peer-to-peer Internet service provider routing.

· Any other events of force majeure.  

2.1. Prime Contractor status

The Service Provider will be the one interface through which Microsoft will contact for all issues. It will be up to the Service Provider to manage their third parties. 

3. SERVICE LEVEL MANAGEMENT
3.1. Service Level Metrics

	MS Co-Branded Page/Content

	Metric Name
	Messenger Tab Content Availability

	Reference Transaction Definition
	Percentage of time that the Messenger service is available.

	Assumptions
	All transactions are measured only within the Service Provider’s Service Border.

	Exceptions
	Exceptions include any time that the Service is not operational for planned system enhancements, upgrades, and scheduled maintenance

	Performance reporting
	All monthly performance reporting must be backed by tangible evidence which can be supplied to the contract manager upon request within 5 working days of the last working day in calendar month.

	Availability / Success Rate Measurement Methodology
	Availability test = 

 # successful tests divided by Total # of tests taken (such as 59 successes / 60 tests taken = 98.33%) 

This metric is calculated daily and presented as a monthly number for SLA reporting purposes. This will be based on the whole month’s actual availability figure and all elements of the system.

	Availability Target
	= 99.5%

	Reporting Interval
	Monthly roll-up provided to POBD@Microsoft.com


3.2. Service Review

Progress and compliance with this Exhibit may be reviewed as deemed necessary by Microsoft.  The scope of this review may include all measurable items in this Exhibit.  A Service Level Metrics monthly report shall be delivered by the Service Provider to the Microsoft Partner Operations Business Desk by 10th of each month, for the preceding month’s service availability.
3.3. Service Level Reporting Samples

The monthly review may include a review of reports describing the current level of service.  The results of this review will drive any necessary adjustments to this exhibit.  The following examples are illustrative only.  The actual reports may differ in format and presentation as mutually determined by the parties. 
· Site Availability Report
	Month
	Site
	Availability (%)
	Performance  (sec)

	2004/4
	<Insert URL>
	99.7
	1.87


· Service Provider Site Incident Report will include the following data:
	Ticket #
	Start Date/Time
	End Date/Time
	Site (URL)
	Description
	Cause 
	Solution

	
	
	
	
	
	
	


· Change control

	CC #
	Start Date/Time
	End Date/Time
	Site (URL)
	Description
	Impact
	Risk

	
	
	
	
	
	
	


4. SERVICE DESK AND INCIDENT MANAGEMENT

4.1. Support, Monitoring and Help Desk
Service Provider commits to providing round the clock incident and alert management, support and escalation services for the site (7 x 24 x 365). 
Where the Service Provider is hosting the website, full monitoring must be implemented on a 24 x 7 basis as part of the solution.

Each party will notify the other party via email or by phone, as outlined in the table below, when it believes a problem requiring technical support has arisen.
4.2. Supported Languages
Support and Help Desk will personnel conduct business in English.

4.3. Priorities and Response Times

Service Provider shall assign each technical support request a priority level based on the criteria listed below.  

Priority level assignments and response time grid

	Incident Level
	Description
	Update Objectives

	High/ 1
	This incident level is attained when the following type of conditions are met:

· A complete outage of a critical service 

· A reoccurring temporary outage of a critical service

· Inability to provision a service

· Loss of data

· Inability to service user help requests

· Any Security Incident that causes end user impact

· Affecting >15%  of users
	First Update within 60 minutes. 

Subsequent updates every 60 minutes, or as agreed during incident. 

Resolution Target = 4 hours

	Medium/2
	This incident level is attained when the following type of conditions are met:

· A significant degradation of the service occurs 

· Recent modifications to the system cause services to operate in a way that is materially different from those described in the product specifications.

· Affecting between 1% and 15%  of users
	First update within two (2) hours.

Subsequent updates every two (2) hours or as agreed during incident.

Resolution Target: 8 hours

	Low/3
	This incident level is attained when the following type of conditions are met:

· A minor degradation of the service delivery occurs (i.e. content feed not being updated regularly)

· Recent modifications to the system cause services to operate in a way that is materially different from those described in the product definition for non-essential features.

· Affecting <1%  of users
	First update within four (8) hours.

Subsequent updates every four (8) hours or as agreed during incident.

Resolution Target: 72 hours


Each party will furnish the other party with such relevant information as may reasonably be required to provide technical support. Such information shall include, but not be limited to:

· Services affected.

· Start time of incident.

· Current status of repair.

· Impact on the end user for all incidents in progress.

· Description of service or aspect of service that is unavailable to Service Consumer.
· Estimated Time to Repair (ETTR).
4.4.  Escalation to Service Provider
In the event that Microsoft discovers a problem with the quality Service Provider’s service, Microsoft will provide Service Provider with all necessary information to facilitate timely problem resolution.
Service Provider shall use the following process for all problem resolution call escalations:
Required escalation information: 

· The company name and particular service(s) that is (are) experiencing a problem

· The name and contact information of Authorized Representative who is making the report

· An e-mail notification address or alias to facilitate communication

· All relevant detail information regarding the problem

Escalation response: In response to a problem escalation, Service Provider representative will: 

· Provide the Authorized Service Consumer Representative with a problem tracking number.
· Work through established escalation process to facilitate timely resolution of the problem

· Provide updated information specific to the problem, per “Priority and Response Time”.
Issue tracking: Service Provider and Microsoft should reference the problem tracking number in all related communications.  
Actions upon closure: Upon issue closure, Service Provider will submit the issue back to Microsoft for verification.  The problem should not be considered closed until the fix has been verified by Service Manager. A full report of each separate incident, the cause, affect and fix must be delivered to the Service Manager within 5 days of the incident closure.

4.5. Unresolved Issue / Business Issue Escalation
Within any escalation following an issue that Service Provider consider unresolvable, the Microsoft Business Contacts and Service Provider Business Contacts listed in the matrix (here) must be escalated to.

5. CHANGE MANAGEMENT AND RELEASE MANAGEMENT
5.1. Scheduled Maintenance

Subject to the following requirements, the parties will make commercially reasonable endeavours to coordinate predictable maintenance windows to minimize impact to the subscriber with a goal of limiting scheduled maintenance:
Service Provider will conduct scheduled maintenance accepted as part of industry practice as follows:

· Unless otherwise agreed to by Service Provider and Service Consumer in writing, Service Provider will only perform scheduled maintenance during the hours of 02:00 to 05:00 hours Local time at Service Provider (“Maintenance Window”)

· Service Provider will provide prior notification as prescribed in section 5.2 Table 1of any scheduled maintenance activity. Notification should be provided by email to POBD@microsoft.com.

· In the event Service Provider cannot complete the scheduled maintenance work in the Maintenance Window, Service Provider will inform Microsoft by email to POBD@microsoft.com.  The parties will discuss an appropriate course of action.  To the extent that the parties cannot agree, Microsoft will have sole discretion to decide on the final appropriate course.
Emergency maintenance due to required security patching will not be counted as non-planned downtime. Service Provider will attempt to perform such routine or preventative maintenance during times that will minimize impact to Service Consumer. 
5.2. Change control, release and implementation

Subject to the following requirements, both parties will make commercially reasonable efforts to provide the other party with notice of all planned maintenance activities that could result in service interruptions as defined in the “Planned Maintenance Notification Goals” table below. 

Table 1 – Change and Release Notification Goals

	Maintenance Type
	Notification Goal

	Emergency Maintenance
	As much notice as possible

	Planned Maintenance
	Five (5) business days

	Major Release
	Ten (10) business days

	Service restoration for Severity A issues
	No notice required


5.3. Release Testing and acceptance criteria

The Service Provider is responsible for ensuring the Service change is tested and accepted. 

Where the Service Provider releases code and the release fails, the release must be immediately rolled back to the most recent table version. This must be done within 4 hours of release.

6. SECURITY MANAGEMENT

6.1. Security

Service Provider will have explicit security controls in place to ensure full maintenance of the integrity, confidentiality and availability of the Included Service.  If a security incident occurs that impacts the Included Service and results in end user outage, the party that hosts the portion of the Included Service where the incident occurred will notify the other party in accordance with the process and timelines set forth in section 4.3 of this Exhibit, treating the Security Incident as Priority High/1 (the highest level for remediation).  Service Provider will take appropriate actions to mitigate the Security Incident.

Service Provider undertakes to implement platform and application security patches as they become available. The coding should follow all correct security protocols and standards e.g. no SQL injection.

Service provider must adhere to all Microsoft policies on Windows Live ID (formerly known as “Passport”) and data security which are published as guidelines and policies. The Microsoft PII guidelines on protecting sensitive customer data e.g. name, address etc must be followed at all times.

Microsoft will request the production IP address of any internet facing infrastructure at least 14 days prior to go-live. Microsoft will scan the infrastructure and may scan the application hosted on the infrastructure (if applicable) and send the report back to the Service Provider requesting the necessary changes in order to meet the Microsoft security standards. No site or data will be permitted to go live without the written approval of Microsoft.

Service Provider must comply with the requirements in the GENERAL SECURITY REQUIREMENTS which are located in Security Requirements Exhibit attached to this Agreement.
7. CAPACITY MANAGEMENT

7.1. Capacity Planning

At the earliest possible date, but a minimum of two (2) weeks before the scheduled launch date of the Content, the Service Provider must report to the Service Manager that the Service is ready for  and can meet the demands of the Peak Traffic calculation + 25%.
The latest capacity information must be provided by Service Provider every six (6) months from the launch date for the Content. 
8. APPLICATION MANAGEMENT 
8.1. Browser compliance

The Microsoft browser compliance must be followed as detailed below. The code which is either developed or hosted for Microsoft use must be tested thoroughly and run on all the agreed browsers below. This list will change over time and be updated in compliance with market changes. 

Microsoft reserves the right to request evidence from the Service Provider that the code has been tested and runs on the documented browsers below.

Following is the combination of above browser/OS, split according to the Tier classification:
	Operations System
	Browser Version

	Windows Vista
	IE 7.0

	Windows Vista
	Firefox 2.0

	Windows Vista
	Opera 9

	Win XP
	IE 7.0 (principal)

	Win XP
	IE 6.0 (principal)

	Win XP
	MS 9.1

	Win XP
	Opera 9

	Win XP
	Firefox 2.0

	Win XP
	Firefox 1.5

	Win 2000
	IE 5.5

	Win 98 
	IE 5.0

	Mac OSX
	Safari 1.2

	Mac OSX
	IE 5.2.3

	Win 98 
	IE 4.0

	Win 98 
	Netscape 4.7


The tier classification is the priority order in which code or content must be tested. If time will not allow for complete testing, then a schedule must be agreed and signed off in writing with the Microsoft Channel Program Manager.

The list of browsers will be reviewed by Microsoft on a regular basis to ensure the latest industry best practice is followed. Changes to this list will occur as deemed necessary by Microsoft.  The service provider will be notified of changes to the compliance in writing by Microsoft.
8.2.  Domain names

All domains which associated with the Microsoft patents or brands must be registered and managed by Microsoft. No third party is allowed to own or manage any DNS entry relating to any Microsoft brand, product, or service.

8.3.  SSL

Where the Service Provider is responsible for hosting any data that contains customer PII and/or if such data is being shared with third parties, a full 128 bit SSL certificate 3.0 must be in place.
Where the code is hosted on a third party but Microsoft own the domain, Microsoft will work with the Service Provider to produce the CSR key for the SSL certificate, which the Service Provider will be responsible for implementing and hosting.  The Service Provider is also responsible for tracking and renewing SSL.

8.4. Internationalization of product and content

Where the Service Provider is responsible for localizing the product, product text or content, the final text must be signed off by a Microsoft representative in writing prior to go-live. Where the localization does not meet the Microsoft requirements, requested changes must be made to the localization prior to any agreed go-live in writing from Microsoft. The changes and implementation date must be agreed to in writing between the Service Provider and Microsoft representative. 
Security Requirements Exhibit

1. INTRODUCTION
OVERVIEW AND BACKGROUND

The purpose of this document is to outline the security requirements for a partner or vendor (also referred to as COMPANY) providing 3rd party hosting on behalf of Microsoft Online Services (e.g. MSN, Windows Live).  These requirements apply to all COMPANIES; their employees, contractors, and visitors.  These requirements must be followed and any violation of these requirements must be reported to the Windows Live Security team as set forth in Section 2.5.  

All of the requirements outlined within this document are the minimum requirements applied to all Third Party Hosting Facilities.  A “Third Party Hosting Facility” is defined as follows:

Any physical location or environment not directly owned or leased by Microsoft Corporation, or one of its wholly owned subsidiaries, that is used for hosting of MSN or Windows Live content, web applications, data, company brand, or advertising.  

Microsoft requires implementation of the following security requirements for Third Party Hosted Facilities to ensure data security, confidentiality, integrity and availability, unless a reasonable alternative is approved, in writing, by Global Foundation Services (GFS) Security, and such alternative is attached to this document.  The Company may exceed these requirements at their discretion.  

2. GENERAL SECURITY REQUIREMENTS
All COMPANIES must comply with the requirements in the GENERAL SECURITY REQUIREMENTS Section 3.0.  

2.1. Security Program

Company represents and warrants that it has implemented an information security program (“ISP”) that is reasonably designed to provide protection to the security, confidentiality, integrity and availability of all Microsoft MBI and HBI data (defined in this document), and at a minimum, includes risk assessment and controls for: system access, system and application development and maintenance, change management, asset classification and control, incident response, physical and environmental security, disaster recovery/business continuity, and employee training. Company shall provide a copy of its ISP to Microsoft promptly upon request.  

2.2. Compliance

If Microsoft reasonably requests that Company employ additional security procedures or requirements and the parties are unable, after good faith negotiations, to agree upon the terms of such implementation, then Microsoft shall have the right to terminate this Agreement immediately by providing written notice to Company. 
2.3. Security Scan Required

Once configurations have been completed, Microsoft will verify compliance to security requirements by running a security scanner against the Company’s IT infrastructure.  Any issues identified by the scanner must be remediated by Company within a reasonable timeframe not to exceed thirty (30) days.  Any remediation must be completed in advance of the site go live date.  Once issues have been remediated, Microsoft will re-run the scanner to confirm Company has met baseline security requirements.  For maintenance purposes, Monitoring and Enforcement Microsoft shall have the right to monitor the security of all Microsoft LBI, MBI and HBI data, including vulnerability scanning or attack and penetration tests against Company’s IP Addresses used to deliver services identified in this Agreement, and to suspend Company’s right to access or possess any Microsoft LBI, MBI or HBI data at any time Microsoft reasonably believes its security may be threatened.  Any violation of the requirements of this document, including but not limited to the notice requirements, shall be considered a material breach of this Agreement.  

2.4. Incident Response – Notice and Mitigation

Company shall report as soon as feasible, and at least as soon as it reports to similarly situated customers of Company, 1) any actual or suspected threats to the security of sensitive information, or 2) any material weakness in its ISP that could allow unauthorized access to sensitive information. Company shall take immediate appropriate steps to mitigate the threat, and the parties shall mutually agree on appropriate further steps to 1) alleviate any continued threat, and 2) prevent foreseeable future threats, to the security or privacy of sensitive information. 
Contact GFS Security through msnalert@microsoft.com.  Ensure proper contact information is on file for escalating any potential security incidents discovered on the site.

2.5. Collection of Forensics Data

In the event of a security incident, compromise or breach, Company, its employees, agents and contractors must ensure all data from affected system(s) be retained and stored in a manner to protect the confidentiality, integrity and availability of such data until a thorough assessment can take place.  Servers must be rotated out of production within 24 hours of the event and not be rebuilt until after all forensic data is appropriately collected.  All access to forensics data must be controlled.  Documentation of all incident specifics and remediation activities must be kept.  Microsoft, its affiliates, and law enforcement agencies shall have full access to review forensics data.   

2.6. Physical Security Assessment

If hosting MBI or HBI data, company is strongly encouraged to self assess physical security.  Additionally, Microsoft shall have the right to conduct a physical security site audit and company must remediate issues identified by Microsoft within a reasonable time frame not to exceed thirty (30) days upon receipt of findings.  Remediation will be completed in advance of the site go live date.   All locations hosting HBI data will have physical security assessments conducted prior to going live. Microsoft may follow up with periodic physical site audits while the company hosts Microsoft MBI or HBI data on Microsoft’s behalf.  
3. DATA CLASSIFICATION

3.1. Data Classification

A data or information asset is defined as any piece of information that can be linked to a Microsoft business objective or could have a measurable impact to Microsoft or relying parties if it were lost, compromised, or disclosed to unauthorized persons. Data Security Requirements apply to everyone with access to Microsoft information regardless of where it resides or what form it takes, the technology used to handle it, or what purpose(s) it serves.

Classification is the method of assigning labels to information based on the value and impact should it be compromised or lost. How information assets are handled and protected is based on its classification; the higher its value and/or impact, the tighter the security controls surrounding it. 

Data hosted on behalf of Microsoft must be designated into one of three classifications, High Business Impact (HBI), Moderate Business Impact (MBI) or Low Business Impact (LBI).  Once classified, the information must be protected according to the data classification and corresponding security requirements found in sections 4.0, 5.0 and 6.0.  

These security requirements contain the minimum required security controls for protecting the confidentiality, integrity, and availability of each information asset.  When information with different classifications are mixed together, the protection requirements of the more restrictive classification must be used.  Companies may determine that additional protection is required and may choose to implement stricter security controls.  The COMPANY must classify data according to the following methodology.

	Data Classification
	Must Comply With

	HBI – High Business Impact Data

This classification includes data assets that could be used to directly or indirectly authenticate or authorize valuable transactions such as:

· Authentication/authorization credentials (i.e. username/password pairs, private cryptographic keys used for authentication/authorization or numeric identification sequences such as PINs, and hardware or software tokens).  

· Information assets subjected to specific regulatory requirements (i.e., under local law)

· Highly Sensitive Personally Identifiable Information (HSPII) which includes: 

· Government-provisioned identification credentials (e.g. social security or driver’s license numbers) 
o Financial transaction authorization data (e.g. credit card number, expiration date, and card ID)

· Financial profiles (e.g. consumer credit reports or personal income statements)

· Medical profiles (e.g. medical record numbers or biometric identifiers)

· Information in this class is intended strictly for limited business use on a “need-to-know” basis only.  The number of people with access to this data should be small and strict rules in the usage and handling of this data must be adhered to. Access must be strictly monitored and controlled at all times.
	Sections 2, 4, 5 and 6

	MBI – Moderate Business Impact Data

This classification applies to information assets that are intended for limited use for specified groups of employees with a legitimate business need. These information assets do not include those that can be used to directly or indirectly authenticate or authorize valuable transactions. Strict rules must be adhered to in the usage and handling of these information assets. Access must be strictly monitored and controlled at all times. 

· All Personally Identifiable Information (PII) that is not listed as Highly Sensitive PII. MBI includes but is not limited to information regarding: an individual’s race, ethnic origin, political opinions, religious beliefs, trade union membership, physical or mental health, sexual orientation, and/or commission or alleged commission of offenses and court proceedings. This category also includes information that can be used to contact an individual such as name, address, e-mail address, fax number, phone number, etc.

· All Private cryptographic keys used for encrypting data are to be classified as MBI.
	Sections 2, 4 and 5

	LBI – Low Business Impact Data

Information assets not falling into either the High Business Impact (HBI) or Moderate Business Impact (MBI) are classified as Low Business Impact (LBI) and have limited protection requirements. These information assets are typically intended to be widely published information where unauthorized disclosure would not result in any financial or material loss, legal or regulatory problems, operational disruptions, or competitive disadvantage to Microsoft or relying parties. Information assets in this class are items intended to be widely published or disseminated and do not require additional security controls or handling. 
Some examples of LBI assets include but are not limited to: 
· Publicly accessible web pages
· Public cryptographic keys
· Published press releases, product brochures, white papers, and documents included with released products
NOTE:  If any of the information in the LBI category is associated with an individual, then this information is considered “Highly Sensitive PII”, which requires it to be reclassified as an HBI asset.  
	Sections 2 and 4


4. Low Business Impact Requirements 

4.1. Network

4. Internet facing publicly accessible servers must be protected via router access control lists (ACL’s).  An allowed port list or firewall configuration should be supplied by those responsible for the firewall maintenance before deployment.

4. Allow only appropriate external protocols. For most cases, only TCP port 80 and 443 should be open to Internet with all other TCP or UDP ports closed.  Those like Terminal Server port; SQL Server port etc should be open to internal network only. 

4. Network IP ranges must be segmented from non Microsoft related systems. 

4. External network resources such as access to monitoring or administrative web sites must be locked to specific IP addresses to decrease the exposed attack surface.

4. Operating System

4. All servers must have virus scanning software for system partitions, including a real-time memory resident scan.  Data partition scanning is required if the server delivers files to clients directly, this can be configured and confirmed on the source of those delivered files.

4. Telnet must be disabled or uninstalled on Windows and Unix installations.  

4. All servers must implement appropriate security operations mechanisms, including security patches, hot fixes, system configurations and a documented software update process. 

4. All operators must have unique accounts for administrative access.  No other accounts should reside on system.  The GUEST account must be disabled for Windows Operating Systems. 

4. All unnecessary services must be disabled.

4. All Passwords must have a minimum length of 8 characters; contain at least 2 alphabetic characters and at least one numeric or special character.  

4. There must be a password change process for all accounts, including Administrative and Service passwords.  This should be enforced by documented or domain policy.

4. Web Server

4. Transfer protocols are not installed.  If transfer protocols (e.g. File Transfer Protocol (FTP)) are required, specific exceptions can be allowed if proper firewall and account security criteria are met with written approval from Windows Live Security.

4. Web servers must have a documented log management policy clearly defining the following.

i. Number of days for which log is stored on the servers

ii. Number of days for which archived log is available

4. Web server should have the latest (or N-1) service packs installed.  

4. Database Servers

4. Database Server software must have the latest version / patch set from the installed release or no less than N-1. Where N is the latest version / patch set from the installed release.

4. Passwords for the system admin and system users must be changed from default following the strong password structure.

4. Applications must not log in to SQL using the SQL Admin (SA) account.  Applications must log into SQL with a unique account containing only the permissions that the application needs to write or read to the SQL Database.  

4. Database must be configured in archive log mode to facilitate point-in-time recovery in case of database server crash.

4. Physical Security Requirements

4. If no electronic access control systems are in place, all servers will be located inside rooms or cages that can only be accessed by authorized personnel using hard keys.  Hard keys will be kept under the control of Company’s designated personnel.  All personnel accessing the room(s) or cage(s) will be recorded on a paper access log.  

4.1.1.1. Paper access logs will contain the following information for each entry: person’s printed name, signature of the person, person’s company name, date entered, time entered, departure date, and departure time.  The log must be retained for 90 days.

4. If an electronic access control system is in place, all servers will be located inside rooms or cages that can only be accessed by authorized personnel using uniquely identifiable tokens on electronic access controlled entries (i.e. a proximity badge and card reader).  

4. Electronic access control systems used by the Company must retain 90 days of data for all electronic signals generated (to include type of signal, date of signal, time of signal, and a person’s unique identifier data), as well as access level assignments and changes.  Microsoft may request this data at any time and the Company will respond by providing the data within 72 hours of notification.

4. The Company will maintain a paper log of all authorized visitors granted access to the rooms housing the servers.  This log will contain the following information: person’s printed name, signature of the person, person’s company name, date entered, time entered, time signed out for lunch or breaks, time signed in from lunch or breaks, departure date, and final departure time.  Visitor’s identity must be confirmed by valid government issued photo identification.  The visitor log must be retained for 90 days.
5. Moderate Business Impact Requirements 

Moderate Business Impact (MBI) Requirements include LBI requirements plus the following set of requirements in section 5.0 Moderate Business Impact Requirements. 

5. Data Requirements 

5. Access to Microsoft data must be limited only to those individuals who require the specific data in the course of their regular, documented duties.  Access controls around Microsoft data must be audited on a quarterly basis to ensure continued data protection.

5. All Microsoft MBI data must be encrypted while in transit. This usually requires HTTPS protocol for pages that are collecting MBI data from end users. If the web site is going to use Microsoft owned domain, contact Microsoft for obtaining the digital certification public key and private key.

5. Encryption should be equal or stronger than 128 bit.

5. Operating System

5. Applications and services must be run using the least privilege required for operation.  

5. Web Server

5. With the exception of .NET mappings which you can identify by their target (aspnet_isapi.dll), all unnecessary IIS extensions are removed from the default configuration.  .NET mappings (aspnet_isapi.dll) should remain untouched even if you do not use the file type in question.  The reason for this is the ASP.NET ISAPI will discard all invalid requests. With few exceptions, IIS must not run on the same box as SQL.  Exceptions where SQL and IIS can coexist on the same server:

· A test environment that does not contain user/customer PII including but not limited to email address, puid, name, address, phone number, password, user name or credit card information.

· One physical server running multiple virtual machines where one VM has SQL installed and another VM has IIS. 

· Back-end machines that are not directly accessible from the Internet (do not have an externally routable IP).

5. Default IIS install (vdirs, scripts and samples) directories created by the installation should be removed.  All content in the directories must be removed and the default web site should not be used. 

5. The Web server must be run under a non-privileged account.

5. Database Servers

5. Do not run SQL or SQL Agent with elevated privileged accounts. 

5. Remote Access must not be enabled.  SQL Remote Access (Sp_configure “remote access”) must be set to 0.

5. Database must be configured to log security events such as login / logout and failures to the event log.

5. SQL Server setup log files are removed.  The log files contained at c:\windows\setup.iss and sqlsp.log must be deleted; it contains the passwords used in setup.

5. SQL Server must not be exposed to the Internet directly.  

5. SQL Server should listen only on TCP or Named Pipes.  To prevent issues with other protocols or unexpected conflicts, only the two protocols listed above should be used.

5. Non-Admins must not be able to execute commands directly on the machine the database is hosted on.  For SQL Non-Admins must not be able to execute CmdExec functions.    

5. Applications must not use xp_cmdshell.  Xp_cmdshell is similar to the CmdExec functions and should not be used for the same reasons.

5. Application must be authorized only for the tasks they need to perform.  To enforce this SQL must have unique roles defined on a per authorization list basis.  

5. Access to the database tables like all_users, db_users should be restricted.

5. Database Servers must have disaster recovery plan in cases like system crash or physical damage happens to the server.   Tape backup is the minimal requirement of a disaster recovery plan.

5. Physical Security Requirements

5. Only electronic access control systems will be used to provide and control access to rooms or cages that host Microsoft MBI or HBI level servers.

5. The Company will conduct quarterly audits of access levels assigned to electronic access control equipment (i.e. card readers) allowing access into rooms housing servers and make appropriate changes.

5. All perimeter walls of rooms housing servers will extend from the concrete flooring to the concrete roof (“slab to slab”) and not stop at a drop, lowered, or false ceilings, or at raised floors allowing someone to climb over or under to gain access.  All perimeter walls will have no openings larger than 12 inches in width or height that are not covered by properly secured protective screening, fencing or vents.  Cages must also conform to the same parameters.

5. All servers must be located inside a locked rack.  The rack access doors and panels must be kept closed and locked when personnel are not actively working inside the rack.

5. No entries or openings on the rack’s front, back, sides, top, or bottom will be large enough to allow a media device or cable connection to be passed through and attached to the hardware stored in the rack, unless done from inside the rack by authorized users per policy.

5. Rack keys will be held by the Company’s designated personnel.  Logs of who signs out / uses the rack keys will be maintained by the Company for 90 days.  The logs will contain person’s printed name, signature of the person, person’s company name, key number, property name, rack location, date keys signed out, time keys signed out, time keys signed in, date keys signed in, initials of the person receiving the keys.  Key requestor’s identity must be confirmed by valid government issued photo identification.

5. The Company hosting facility must have video cameras in place to capture and record images of activity at hosting floor entries and exits, as well as at all hosting facility perimeter entries and exits.  Each Company must perform a yearly self-audit using the “GFS – PVRM Yearly Physical Security Self Assessment Checklist” document provided by Microsoft with the results returned to Microsoft for review and evaluation.

6. High Business Impact Requirements 

High Business Impact (HBI) Requirements include LBI and MBI requirements plus the following set of requirements in section 6.0 High Business Impact Requirements. 
6. Data Requirements 

6. All Microsoft HBI data must be encrypted while in transit and while stored and not in use.

6. All Microsoft HBI data must be secured using two factor authentication. 

6. Physical access to HBI data must be secured.   

6. Network

6. Network has alerting in place to recognize and report unauthorized access. 
6. All network wire and cable supporting the transmission of Microsoft HBI data must be routed through secured Third-party Hosting Facility space.  Any cable that must cross outside of the secure perimeter must be installed in rigid metal conduit only with no access points outside the secure perimeter; this includes all ingress and egress connectivity to the Third-party Hosting Facility.

6. Web Server

6. All IIS Servers use Windows Authentication to connect to SQL Server.  

6. Database Servers

6. BUILTIN/Administrators must be removed from the SQL Administrative group.

6. Physical Security Requirements

6. Only electronic access control systems will be used to provide and control access to rooms or cages that host Microsoft MBI or HBI level servers.

6. The Company will conduct quarterly audits of access levels assigned to electronic access control equipment (i.e. card readers) allowing access into rooms housing servers and make appropriate changes.

6. All perimeter walls of rooms housing servers will extend from the concrete flooring to the concrete roof (“slab to slab”) and not stop at a drop, lowered, or false ceilings, or at raised floors allowing someone to climb over or under to gain access.  All perimeter walls will have no openings larger than 12 inches in width or height that are not covered by properly secured protective screening, fencing or vents.  Cages must also conform to the same parameters.

6. All servers must be located inside a locked rack.  The rack access doors and panels must be kept closed and locked when personnel are not actively working inside the rack.

6. No entries or openings on the rack’s front, back, sides, top, or bottom will be large enough to allow a media device or cable connection to be passed through and attached to the hardware stored in the rack, unless done from inside the rack by authorized users per policy.

6. Rack keys will be held by the Company’s designated personnel.  Logs of who signs out / uses the rack keys will be maintained by the Company for 90 days.  The logs will contain person’s printed name, signature of the person, person’s company name, key number, property name, rack location, date keys signed out, time keys signed out, time keys signed in, date keys signed in, initials of the person receiving the keys.  Key requestor’s identity must be confirmed by valid government issued photo identification.

6. The Company hosting facility must have video cameras in place to capture and record images of activity at hosting floor entries and exits, as well as at all hosting facility perimeter entries and exits. 

Each Company must perform a yearly self-audit using the “GFS – PVRM Yearly Physical Security Self Assessment Checklist” document provided by Microsoft with the results returned to Microsoft for review and evaluation.  

6. Assessments

6. The environment hosting the production servers must have completed a SAS 70 Type II audit for sites hosted in the United States or equivalent accredited reviews for sites hosted outside of the United States in the past 12 months and provide certification of such to Microsoft upon request.
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